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The rapid growth of digital financial services has significantly increased fraud
risks, threatening the security of global financial systems. This study addresses
the limitations of traditional fraud detection by analyzing the role of Artificial
Intelligence (Al) as a real-time prevention mechanism. Using a Systematic
Literature Review (SLR) of 24 scientific articles published between 2019 and

Accepted Jan 28, 2026 2025, this research evaluates Al’s effectiveness, implementation challenges,

and its synergy with Big Data, Blockchain, and AutoML. The findings
demonstrate that Al models, particularly Deep Learning and Machine
Learning algorithms, provide superior accuracy in anomaly detection
Artificial intelligence compared to conventional rule-based systems. However, implementation is
Fraud often hindered by data scarcity, high false-positive rates, and infrastructure
costs. The study concludes that a collaborative framework—integrating Al for
predictive analysis, Blockchain for data integrity, and Big Data for scalable
processing—creates a more robust and adaptive defense against sophisticated
financial crimes. These insights provide a conceptual foundation for
developing more comprehensive digital security ecosystems.
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1. INTRODUCTION

Digital transformation has fundamentally revolutionized the paradigm of information management and
transaction processing in the financial sector. Advances in information technology, particularly Artificial Intelligence
(AI), have driven a shift from manual systems toward integrated, adaptive, and data-driven digital services. The
digitalization of financial services offers various advantages, including accelerated transaction processing,
application-based services, and increasingly efficient and personalized payment system innovations [1]. This
phenomenon positions the adoption of Al in the financial sector as a strategic issue, given the significant impact of
this technology on the security, resilience, and sustainability of the global financial industry.

This transformation is also aligned with the evolution of the digital paradigm, which requires regulators, service
providers, and users to place greater emphasis on information security. Technological innovation not only enhances
efficiency but also demands more intelligent systems capable of providing automated responses to potential threats.
In this context, Al has been widely utilized to optimize business processes, improve decision-making accuracy, and
minimize vulnerabilities in digital financial systems against cyberattacks.
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However, alongside these advancements, new challenges have emerged in the form of increased cybercrime risks,
particularly fraud in digital financial transactions. Such crimes continue to evolve in parallel with the growing
transaction volume and increasing complexity of digital systems [2]. Various reports indicate that fraud perpetrators
continuously develop new methods to penetrate security mechanisms, rendering traditional approaches increasingly
insufficient to provide adequate protection [3]. This is further supported by findings showing that many global
organizations have begun adopting Al-based technologies to identify fraud indicators through systems such as
Teradata and Datavisor, which are considered effective in enabling early detection of suspicious activities.

Conventional approaches to fraud detection are often no longer adequate to address increasingly sophisticated
and dynamic threats [3]. State-of-the-art research has extensively explored Al-based solutions to overcome these
limitations. Valentino [1] demonstrates that Al-based mobile applications significantly enhance security through
automated fraud analysis, while Mawlidy et al. [2] highlight that Al's primary strength lies in its ability to identify
complex patterns that manual systems overlook. Among the existing literature, the integration of multiple technologies
is considered the most effective approach; for instance, Caseba and Dewayanto [3] suggest that combining Al with
Big Data and Blockchain provides a more robust defense against computer fraud risk in fintech payments.
Furthermore, Syahronny and Dewayanto [4] emphasize the superiority of AI-Blockchain synergy in securing the audit
process, while Dewi and Dewayanto [5] establish that Big Data Analytics combined with Machine Learning offers
the highest precision in detecting financial fraud across large datasets.

Despite these advancements, previous studies [1]-[5] predominantly focus on specific niches, such as internal
audits or fintech payments, and often face challenges regarding suboptimal data quality and the "black-box" nature of
Al algorithms. There is a noticeable lack of a comprehensive framework that evaluates the holistic integration of Al,
Big Data, Blockchain, and AutoML in a single sustainable ecosystem. This research identifies a critical gap: the need
for a systematic synthesis that evaluates how these technologies collectively strengthen digital financial resilience.
The uniqueness of this study, compared to previous literature, lies in its broader analytical scope and the
conceptualization of an adaptive, collaborative fraud detection model, which serves as the novelty of this article.

Beyond external challenges, internal dynamics within financial institutions such as the need for greater
operational efficiency and more effective risk management also drive the adoption of Al as a strategic tool for internal
control. Al not only enables the detection of anomalous patterns but also supports data-driven recommendations that
can accelerate fraud investigation processes. Consequently, this technology plays a crucial role in enhancing digital
resilience and strengthening the overall security of financial systems.

Based on these issues, this study aims to conduct a Systematic Literature Review (SLR) to analyze the role of Al
in detecting and preventing fraud in digital financial services. In addition, the study focuses on identifying research
trends, implementation models, applied methodologies, and the challenges associated with integrating Al with other
technologies such as Big Data Analytics and Blockchain. This approach is expected to provide a comprehensive
understanding of how Al contributes to the sustainable reinforcement of digital financial security systems. The study
also emphasizes how the integration of supporting technologies can lead to more adaptive and responsive fraud
detection systems capable of addressing the complexity of modern transactional data.

The research questions guiding this study are as follows:

a. What are the trends and research directions concerning the application of Al in detecting and preventing fraud in
the digital financial sector?

b. What models and methods are employed in the application of Al for fraud detection and prevention based on the
current literature?

c. What challenges are encountered in implementing Al, and how can its potential integration with supporting
technologies such as Big Data and Blockchain strengthen digital financial security systems?

The findings of this study are expected to provide both academic and practical contributions. Academically, this
research enriches the literature on digital financial security by offering an integrative perspective on Al and
complementary technologies. Practically, the results may serve as a reference for financial service providers,
regulators, and system developers in designing more adaptive, real-time, and transparent fraud detection and
prevention strategies. Furthermore, this study may inform industry stakeholders and policymakers in formulating risk
mitigation strategies that are more aligned with current digital conditions. Accordingly, the novelty of this research
lies in its analytical focus on the potential integration of Al with Big Data and Blockchain as a conceptual approach
to developing more effective and sustainable fraud detection systems.
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2. METHOD

This study adopts a qualitative approach using the Systematic Literature Review (SLR) method to identify,
evaluate, and interpret relevant studies related to the utilization of Artificial Intelligence (Al) in fraud detection and
prevention within digital financial services. This approach is selected because it enables a comprehensive overview
of technological applications, challenges, and opportunities, as well as the identification of research gaps based on the
reviewed literature.

Literature Search Strategy

The initial stage of the SLR involves planning and defining the literature search strategy. The researchers
developed a review protocol that includes data sources, search keywords, inclusion and exclusion criteria, and
publication time frames to ensure that the review process is conducted systematically and in a structured manner.

Preparation Stage

Start Al Topic & Establishment of Inclusion &
Financial Fraud 1.8LR Frotocol Flanning Exclusion Criteria ]

Initial Search & Selection

Article Exclusion

Not relevant

2 Database Search Stage 1 Selectio

Scopus, IEEE, ACM, Google
Scholar

Title & Absiract

Relevant

Advanced Selection &
Analysis
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Synthesis & Completion

‘Completed: Conclusions
6. Validation & Synthesis & Research Gaps

Figure 1. Systematic literature review (SLR) method
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Figure 1 illustrates the workflow of the Systematic Literature Review (SLR) employed in this study. The stages
encompass the systematic processes of identification, selection, evaluation, and synthesis of the literature. Based on
the framework presented in Figure 1, the literature search strategy was conducted through the following steps:

a. Databases used

The literature search was carried out using several reputable scientific databases, namely Scopus, IEEE Xplore,

ACM Digital Library, and Google Scholar. These databases were selected due to their comprehensive coverage

of internationally indexed articles relevant to Al and financial fraud detection.
b. Publication time frame

The reviewed articles were limited to publications from 2019 to 2025. This time frame was chosen to ensure that

the analyzed studies reflect the most recent developments in the application of Al technologies within the digital

financial sector.
c. Search keywords

The literature search employed combinations of keywords using Boolean operators (AND, OR), as follows:

("Artificial Intelligence" OR "Machine Learning" OR "Deep Learning") AND ("Fraud Detection" OR "Financial

Fraud Prevention") AND ("Digital Finance" OR "Fintech"). The keywords were adapted to the characteristics of

each database to obtain optimal search results.
d. Inclusion and exclusion criteria

The inclusion criteria comprised articles published in English or Indonesian that discuss the application of

Artificial Intelligence (Al) in fraud detection or prevention within the digital financial sector and are published in

peer-reviewed journals or indexed conference proceedings with verifiable academic standards. The exclusion

criteria included non-academic articles such as news reports, blogs, or other popular content; studies that were not
aligned with the research focus; and publications without full-text availability, which could not be analyzed
comprehensively.

e. Literature selection procedure

To ensure reproducibility, the selection process followed a systematic filtering scale. The initial search across all

databases yielded 165 records. After removing 35 duplicates, 130 articles were screened based on titles and

abstracts, which led to the exclusion of 75 irrelevant studies. The remaining 55 articles underwent a full-text
eligibility assessment. Finally, 24 articles were selected as the primary literature for this review. This precise
numerical flow allows other researchers to replicate the selection process using the same parameters.
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Data Analysis Techniques
After the literature was collected and selected, the next stage involved data analysis. This process aimed to identify

patterns, themes, and relationships among findings from relevant studies.

a. Data extraction and categorization
Data analysis was conducted by extracting key information into a structured Data Extraction Matrix
(Spreadsheet). This matrix included: (1) authors and year, (2) research objectives, (3) types of Al technologies,
(4) integration with other technologies (Blockchain/Big Data), and (5) main findings. The 24 selected articles
were categorized based on these attributes to ensure consistent comparison.

b. Analysis methods
The data were analyzed using thematic content analysis. The process involved initial coding of the findings from
the 24 articles, followed by clustering these codes into three main themes: Al model performance, technology
integration (Blockchain & AutoML), and implementation challenges. Subsequently, a thematic synthesis process
was applied to integrate findings across studies.

c. Validity and reliability of the analysis
To ensure the validity and reliability of the analytical results, each included article was verified for its relevance
to the research questions. In addition, internal peer debriefing with the academic supervisor was conducted to
review the accuracy of the coding process and the interpretation of themes.

3.  RESULTS AND DISCUSSIONS
Characteristics of the Selected Studies

The literature selection process was conducted using a Systematic Literature Review (SLR) approach, focusing
on articles published between 2019 and 2025. From searches across major databases including Scopus, IEEE Xplore,
ACM Digital Library, and Google Scholar a total of 172 initial articles were identified. These studies were
subsequently screened using predefined inclusion and exclusion criteria, resulting in 24 final articles that met the
methodological eligibility and topical relevance requirements.

In terms of geographical distribution, the majority of the studies originated from the United States (six studies),
Europe (four studies), East Asia (three studies), Southeast Asia (two studies), and India (two studies). Regarding
publication types, 76% of the selected works were journal articles, while 24% were conference proceedings. The
primary focus of these studies was the application of Artificial Intelligence (Al) in fraud detection and prevention
within digital financial sectors, including mobile banking, fintech, peer-to-peer lending, and e-wallet services.

Results Analysis

The analysis of the literature review findings is systematically structured based on the three main research
questions guiding this study, namely research trends and directions, the models and methods employed, and the
challenges encountered along with the potential integration of supporting technologies.
a. Trends and Research Directions on the Application of Al in Fraud Detection and Prevention in the Digital

Financial Sector
The analysis indicates that the role of Artificial Intelligence (Al) in the digital financial sector has evolved from
passive detection mechanisms toward predictive and adaptive systems capable of performing real-time anomaly
detection through the use of machine learning and deep learning algorithms. Research trends increasingly focus
on the development of holistic, data-driven security ecosystems, encompassing digital auditing, digital insurance,
as well as banking and e-wallet services, to address continuously evolving fraud schemes.

b. Models and Methods Used in Al-Based Fraud Detection
The findings of the reviewed literature demonstrate that fraud detection research primarily emphasizes the
evolution of research trends and directions, as well as the application of Machine Learning (ML) and Deep
Learning (DL) models that enable more accurate anomaly identification. In addition, hybrid approaches that
combine the strengths of ML, DL, and traditional statistical methods are considered effective in enhancing
interpretability and detecting complex fraud patterns within Big Data contexts.

c. Challenges and the Potential Integration of Al with Supporting Technologies
The implementation of Al in fraud detection faces several challenges, including data quality issues, dataset
imbalance, limited model explainability particularly in deep learning models and high computational and expertise
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requirements. The integration of Al with Big Data Analytics and Blockchain presents significant potential to
improve system accuracy, security, and transparency, thereby supporting the development of more resilient,
intelligent, and trustworthy digital financial security systems.

Topic Classification

Based on the synthesis of the 24 selected studies, the research can be classified into five main thematic clusters,

as presented below.

Table 1. Main topic clusters

Topic Cluster

Scope and Main Focus

1. Deep Learning—
Based Fraud
Detection

2. NLP and
Financial Language
Analysis

3. Aland
Blockchain
Integration

4. Automated Audit
Systems and Visual
Analytics

5. Ethics,
Governance, and
Explainable Al
(XAD

This cluster focuses on the utilization of Deep Learning architectures such as Convolutional Neural Networks (CNN),
Recurrent Neural Networks (RNN), and Long Short-Term Memory (LSTM) models to improve the accuracy and
efficiency of real-time fraud detection. These approaches are particularly effective in identifying anomalies in time-
series transaction data and extracting complex patterns that are difficult to detect using traditional Machine Learning
algorithms.

This cluster emphasizes the application of Natural Language Processing (NLP) to analyze textual data in the financial
sector, such as reports and corporate communications, in order to detect concealed fraud indicators. This includes the
development of domain-specific NLP models, such as FinChain-BERT, capable of identifying sentiment manipulation,
misleading statements, and narrative inconsistencies.

This cluster explores the synergy between Al’s predictive analytics capabilities and the immutable and transparent
nature of Blockchain. The research focuses on how transaction data recorded on distributed ledgers can serve as a
verified single source of truth, enabling Al models to be trained and to make fraud detection decisions based on data
with assured integrity. This integration aims to enhance trust and reduce the risk of internal collusion.

This cluster concentrates on the development of large-scale data visualization and the automation of audit processes
through Visual Analytics. This approach assists auditors in intuitively identifying relationship patterns, fund flows, and
collusion networks, thereby accelerating investigations and supporting the detection of fraud that is difficult to identify
using rule-based systems.

This cluster focuses on ethical and governance aspects of Al, particularly through the implementation of Explainable
Al (XAI) to enhance the transparency and interpretability of model decisions. This approach aims to minimize
algorithmic bias, ensure fairness in fraud detection, and support regulatory compliance in the deployment of
autonomous Al systems.

Gap and Challenge Analysis

Although Al demonstrates significant potential in enhancing digital financial security, several research gaps and

implementation challenges have been identified, as outlined below.

a.

Data Quality and Representativeness

Many Al models, particularly those based on Machine Learning and Deep Learning, are highly sensitive to issues
related to data quality and representativeness. The datasets used are often incomplete, inaccurately labeled, and
affected by class imbalance, as fraud cases are substantially fewer than legitimate transactions. This condition
leads to algorithmic bias and causes models to perform poorly often exhibiting high overall accuracy but low
recall or precision in detecting actual fraud cases. To address class imbalance, the application of techniques such
as the Synthetic Minority Over-sampling Technique (SMOTE) is recommended to balance training datasets.
Studies indicate that hybrid techniques, such as SMOTE-Tomek, can improve model performance, particularly
in terms of Fl-score and recall. In addition, the development of models leveraging Transfer Learning is
recommended to enable the adaptation of models trained on large-scale datasets to specific financial domains with
limited fraud data, thereby improving model robustness [6].

Lack of Regulatory and Ethical Standardization for Al

The absence of universal regulatory and ethical guidelines (global standardization) for the use of Al in fraud
detection has resulted in inconsistent implementation across financial institutions and jurisdictions. This lack of
standardization complicates model validation processes for regulators. Ethical concerns, such as unintended
discrimination arising from data bias, have also not been systematically addressed within existing legal
frameworks. Financial institutions are therefore encouraged to adopt proactive Al Governance frameworks
grounded in international principles, such as the OECD Al Principles or the European Union Al Regulation, as
initial reference points. A specific recommendation is the development of an Al Governance Framework for
Finance (AIGF-F) using a control-by-design approach, which embeds governance mechanisms, risk management,
and ethical oversight directly into the Al system lifecycle rather than applying compliance checks only at the final
stage [7]. This framework should also incorporate more context-specific and adaptive Data Governance
mechanisms, as highlighted in studies conducted in Indonesia [8].

Privacy and Data Protection Issues (Data Silos)

Efforts to improve Al model accuracy through cross-institutional learning (e.g., sharing transaction data among
banks) are often constrained by stringent data protection regulations. A highly recommended solution is the
implementation of Federated Learning (FL). FL enables collaborative model training across multiple institutions
without transferring sensitive raw data to a centralized location, relying instead on the exchange of encrypted
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model parameters. Empirical studies demonstrate that FL can significantly enhance fraud detection accuracy while
maintaining compliance with privacy regulations [9]. The integration of Homomorphic Encryption (HE) can
further strengthen privacy guarantees during computational processes.

Limitations in Human Resources and Infrastructure

The adoption of effective Al systems requires advanced technical expertise (e.g., Data Scientists and ML
Engineers) as well as substantial investment in computational infrastructure (e.g., GPU/TPU resources). To
address human resource constraints and improve operational efficiency, the implementation of MLOps (Machine
Learning Operations) is strongly recommended. MLOps emphasizes end-to-end automation of the Al model
lifecycle from training and deployment to continuous monitoring enabling models to adapt in real time to
emerging fraud patterns [10]. For microfinance institutions (MFIs) and smaller financial entities, cloud-based Al-
as-a-Service (AlaaS) solutions can be leveraged to minimize initial infrastructure investment and accelerate
scalable Al adoption [11].

Lack of Transparency and Accountability in Al Systems (“Black Box” Issue)

Advanced Al models, particularly Deep Learning architectures, are often characterized as black boxes due to their
limited transparency. This lack of explainability undermines user trust and regulatory acceptance, posing a major
compliance challenge. The adoption of Explainable AI (XAI) methodologies is therefore essential. XAI
techniques such as SHAP (SHapley Additive exPlanations) and LIME (Local Interpretable Model-agnostic
Explanations) have been proven effective in providing human-interpretable, post-hoc explanations of the features
that most significantly influence fraud detection decisions [12]. The implementation of XAl is critical for bridging
the gap between high model accuracy and regulatory requirements that demand accountability and logical
justification for each fraud-related decision [13].

Recommendations

1. The development and adoption of Explainable Al (XAI) to enhance transparency and interpretability of
predictive outcomes.

2. The implementation of Federated Learning to enable inter-institutional collaboration without sharing raw
data.

3. The establishment of clear ethical and Al governance frameworks within the digital financial sector,
alongside targeted human resource training to improve technological literacy and regulatory understanding
in Al system management.

Discussion

a.

The Role of Al in Fraud Detection and Prevention

Artificial Intelligence (Al) plays a critical role in fraud detection and prevention within digital financial
services through the automated and real-time analysis of transaction patterns. By leveraging historical data, Al is
capable of identifying anomalies and generating early warnings for suspicious activities. Al-based systems
deployed in mobile applications have been reported to detect up to 92% of fraud incidents with response times of
less than one second . The primary advantage of Al lies in its adaptive learning capability, which enables
continuous improvement in accuracy and adjustment to emerging fraud patterns [14]. The application of deep
learning models combined with Natural Language Processing (NLP) transformations and graph-based analytics
has been shown to increase detection rates to over 95% [15].

Al has been widely implemented in mobile banking, e-wallet services, and financial auditing as a strategic
cybersecurity tool due to its ability to continuously analyze large-scale data [16]. Furthermore, Al can learn user
behavior and support adaptive and proactive early warning systems, including the identification of multi-layered
fraud schemes such as collusion and organized fraud [2], [15].

Implementation of Al in Digital Financial Services

The integration of Al with Big Data and Blockchain has been shown to enhance the efficiency and security
of digital financial systems [17]. Within this architecture, Al functions as the core engine for fraud evaluation and
identification, Big Data supports large-scale data processing, and Blockchain ensures data integrity and
transparency [18]. The convergence of these three technologies is increasingly emerging as a new standard in the
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development of digital financial security systems [15]. In addition, the application of Al-based visual analytics
facilitates auditors in identifying anomalous patterns and collusive relationships among entities through
interactive visual representations, thereby improving the effectiveness and efficiency of fraud investigation
processes.

Challenges in Implementing Al for Fraud Detection

Despite its significant potential, the implementation of Al in fraud detection continues to face several
challenges. These include adversarial attacks that can manipulate input data and lead to erroneous predictions
[14], as well as data irregularities within digital audit environments that may slow down the anomaly detection
process [19]. To address data-sharing limitations arising from regulatory and privacy constraints, approaches such
as federated learning and unsupervised anomaly detection have been increasingly adopted to maintain detection
accuracy without compromising data security [14]. Furthermore, poor data quality and user privacy concerns can
degrade Al system performance [20], while the high costs associated with infrastructure, human resource training,
and system maintenance remain major barriers for small and medium-sized financial institutions.

Alternative Approaches to Address Implementation Challenges

Various alternative approaches have been developed to address the challenges associated with implementing
Al in fraud detection. AutoML (Automated Machine Learning) has been shown to significantly improve training
efficiency while achieving high levels of accuracy, reaching up to 90% in certain cases [21]. In addition, the
deployment of Al systems in auditing has accelerated the tracing and verification of suspicious financial data [22].
The adoption of Explainable Al (XAI) has also increased, enabling clearer interpretation of Al-generated
predictions and thereby supporting auditors’ and regulators’ decision-making processes [16].

Multimodal learning approaches that integrate textual and visual data are increasingly being developed to
enhance contextual understanding of fraud, particularly in the insurance and online lending industries [15]. In the
peer-to-peer (P2P) lending sector, Al is utilized to assess digital behavior, social interactions, and borrowers’
historical records to more accurately identify default and fraud risks. Furthermore, hybrid approaches that
combine Al with Natural Language Processing (NLP), Internet of Things (IoT), and data visualization
technologies expand fraud detection capabilities across multiple digital financial service channels [4].

Anomaly detection—based approaches have also advanced rapidly, especially in scenarios where training data
are limited or unlabeled. These methods enable Al systems to identify deviations without reliance on prior
examples [23], including the detection of novel fraud schemes across platforms. Graph-based learning models
and Graph Neural Networks (GNNs) have proven effective in uncovering hidden fraud structures within complex
transaction networks [15], while unsupervised learning techniques facilitate the discovery of latent patterns in
large-scale datasets [24].

Recent trends indicate that major firms such as Deloitte and KPMG have increasingly adopted Al for financial
statement analysis and fraud investigations, gradually replacing manual methods . Al models equipped with
natural language explanation capabilities are being developed to enhance accountability, accelerate auditing
processes, and maintain a balance between accuracy and transparency to meet regulatory and public trust
requirements [16]. Moreover, the integration of Al and Blockchain strengthens data integrity and transparency,
forming more resilient and accountable fraud detection systems, with XAl serving as a key supporting component
in auditing and decision-tracing processes [2], [16], [25] .

Al-Blockchain Synergy and Its Implications for the Digital Financial Industry

The review of 24 journal articles indicates that Artificial Intelligence (AI) plays a crucial role in fraud
detection and prevention within the digital financial sector. The synergy between Al and complementary
technologies such as Big Data, Blockchain, Internet of Things (IoT), and AutoML has emerged as a strategic
approach to developing adaptive and sustainable security systems. However, effective implementation requires
strong regulatory support, infrastructure readiness, and the availability of competent human resources.
Accordingly, the development of Al-based systems must carefully consider ethical, legal, and risk management
aspects to ensure accountable and trustworthy deployment [16].

In industry practice, the adoption of Al-based fraud detection systems has been shown to enhance operational
efficiency and strengthen user trust. Digital banks and fintech platforms are therefore encouraged to establish Al-
driven internal analytics units to monitor evolving fraud trends and develop detection models aligned with user
characteristics. Furthermore, strengthened collaboration among industry players, regulators, and academic
institutions is essential to ensure compliance with data protection requirements and to support the responsible
advancement of digital financial security systems [16].

CONCLUSION
Based on the literature review of 24 journal articles, it can be concluded that Artificial Intelligence (Al) plays a

significant role in detecting and preventing fraud in digital financial services. The utilization of Al enables the
automated and real-time identification of suspicious transaction patterns, thereby enhancing the accuracy and
efficiency of fraud detection systems across various financial services. These findings demonstrate a strong
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compatibility with the objectives initially established in the Introduction, confirming that the analyzed results and
discussions successfully address the identified research gaps. However, the implementation of Al continues to face
several challenges, particularly related to data quality, algorithmic bias, infrastructure limitations, and the readiness
of human resources. Therefore, the development of Al-based fraud detection systems requires a comprehensive
approach that includes the integration of supporting technologies, the adoption of transparency principles such as
Explainable Al (XAI), adequate regulatory support, and the enhancement of capacity and digital literacy to ensure
that the resulting systems operate effectively, fairly, and sustainably. Regarding the prospect of research development,
the findings of this study provide a conceptual foundation for implementing more integrated and adaptive security
frameworks. Future studies are expected to move towards empirical testing of these Al-based models in real-world
financial transaction environments to evaluate their practical application. Furthermore, the integration of Al with
Blockchain and Big Data remains a promising prospect for enhancing the resilience and transparency of digital
financial systems in the long term.
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